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YBakaemple KoJJ1eru!

CormacHo  jgeiicTBywleMy 3aKkoHoaarejbCcTBY Poccuiickoii  ®Denepanuu,

00pad0TKa MepcoOHAJIBHBIX JaHHBLIX B Balieid opraHm3amuu J0JI5KHA OCYIIECTBJISATHCSA
¢ COOJIIOIeHNEM TPeOOBAHUM MO 00eCIeYeHNI0 NX 0€30IACHOCTH.

BoJbIIMHCTBO JaHHBIX TPEOOBAHUN YTBEPKIACHbI HA NMPOTHAKEHUHN JIUTEIHHOIO
Iepuoaa BpeMeHM U HaBepHsAKa Bamu yxe opraHu3oBaHbl M BbINOJHEHbI. OaHAKO,
eCJIM M0 KAKUM-JIU00 NMPUYMHAM 3TO HE COOTBETCTBYET JACHCTBUTEJIbHOCTH, TO HHUKE
NPUBEACH MepeYeHb HEO0OXOAUMBbIX MEPONPUATHN N PadoThbl B MHGPOPMAIMOHHBIX
CHUCTEMAX, O00padaTbIBAIIUX MNEPCOHAJbHbIC [aHHbIE, K KOTOPbIM OTHOCHUTCH
3JIEKTPOHHBIN JOKYMEeHT0000poT KamuaTrckoro kpas.




Il1an MeponipusTHH
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1. CaMocTosITeJIbHO JIN00 C MPUBJIEYEeHUEM CTOPOHHUX OPraHM3alUil, MMEIOIIUX JUIEH3UI0 HA 1eiTeJIbHOCTh
110 TeXHUYECKOH 3a1uTe KOH(]%I/IIIeHHI/Ia.HLHOifl nHpopmanmu (aanee — Jinuensuar), nposecTn aynut Bamei
OPraHM3alMH B OTHOIIEHMH 00pa00TKH MEePCOHANBbHBIX JaHHBIX (Aasee — I1/IH) 1 uHGoOpMANMOHHBIX CHCTEM, HX
00padaTbIBaIOUIUX.

Ecau Bbl siBiIsieTech opranu3anuei, OAKOHTPOILHON oprany Bjiactu KaMyarckoro kpast HjiM HHOMY IOPHAHYECKOMY
JIMIY, KypHPYIOIIEeMY MHOKECTBO APYIHX YUpeKAeHHI, aHATOrHYHbIX Bamemy, To uMeeT CMbIC/I 00PAaTUTHCHA K HEMY €
NpeI0KeHHeM OPraHu30BaTh MJIM 3aKa3aTh y JInneHn3nara HeHTPaJIn30BaHHBIN ayIUT BCeX MOABEAOMCTBEHHBIX
yupesxaenuii. Takike BO3MOKHO EHTPATH30BAHHOE NPOBeAeHHe JINIeH3naTOM MepONpPHUSTHH, ONMCAHHBIX HUIKE.

2. Pa3zpa6orars u yreepauth ITosmuTuky Bamrei opranusanuu B OTHOIIEHHH 00padOTKH MEPCOHAIBbHBIX
JAHHBIX, 0CJIe Yero JaHHbIA JOKYMEHT He00X0AUMO oNy0JMKOBATh HA CTPAHMIIAX NPHHAa/JIe:xamero Bam caiita B cetn
«HTEepHEeT», NJIM NHBIM 00pa30M 00ecTeYnTh K Hell HeOrpaHNYeHHbIN J0CTYII.

< CoOpartpb HeoOxonumblIe coriacus ¢ cyobexToB I1/[H.
4, Hangasnn, B YIIOJJHOMOYEHHBbIW OpPraH Mo 3aluTe NPaB Cy0beKTOB MEePCOHATbHBIX TAHHBIX
(PockomHaa3op) Yeenomiienue 06 oopadorke IT/IH.

S. JlJ1st onipeesieHNs aKTyaJIbHBIX YTPO3 0€30IIaCHOCTH, 2 TaKKe onpefeTeHUs He00X0AUMBbIX Mep 3aIHUThI

uHpopmanmnu cornacHo tpedopanusim Ilpukaza ®CTIK Poccun ot 18.02.2013 Ne 21 Heobxoaumo pa3padorars u

Hl"BeleI/lTb NMPOEKTHYI0 JOKYMEHTAIHIO MO/iesIb YIpo3 OesonacHocTH I1/IH 1 TexHHYecKkoe 3aJaHNe HA CHCTEMY 3alUThI
JIH.

6. Heo0xoaumo pa3pa6orarh ¥ YTBEPAUTH MAKeT OPraHN3aAlMOHHO-PACHOPAINTENbHON TOKYMEHTAIUH 110
uHdopmaunoHHoii 6e3onmacHocTu U 3amuTe [1/[H (HA3HAYNTH OTBETCTBEHHBIX, YTBEPAUTH CNIMCKHU AONYIIEHHBIX JIUII,
pa3padoTaTh He0OXOTUMbIe HHCTPYKIHH, EPEYHHU, CXEMBI).



Il1an MeponipusTHH

h B caryuae HeoOxonuMocTH NpuodpecTH cpeACTBA 3alIUThHI HHGOPMALMU /151 HHPOPMAIIMOHHOI cucTeMbl 4
YPOBHS 3alllUIIIeHHOCTH (JIn00 BhIle, ecjin Bama opranu3zanusi paboraetr B COOTBETCTBYHOIINX MHGOPMAIITHOHHBIX
cucremax). Heo0xoqumplii mepevyeHb CPeACTB 3aAIIUTHI U X KOJUYECTBO J0JKHbI ObITH ONpeaesieHbl B paMKax
MPOBEJACHNUS AYIUTA, PU 3TOM HAJIOKEHHbIE CPEACTBA 3aIUTHI (B CJIy4asiX, KOraa NpUMeHeHHe TAKUX CPeACTB
HEe00X0IUMO /IVISl HEUTPAJIM3AaIMU AKTYAJbHBIX YIPO3 0€30IIaCHOCTH) J0J’KHbI IPOMTH B YCTAHOBJIEHHOM MOPSIIKE
npoiueaypy oueHku coorsercreusi. Kak mpaBuiio 1 4 ypoBHA HA paGouuX MeCTaX J0JKHbI ObITh YCTAHOBJIEHBI:

. CpeacTBo 3alIUTHI 0T HECAHKIIMOHMPOBAHHOTO AocTyna (Hanpumep, Secret Net Studio/Dallas Lock nu6o
ceprudunmpoBanHasi onepanuonnas cucrema Pex OC/Astra linux)

. AnTHBHpYCcHOe cpeacTBo (Hanmpumep, Kaspersky Endpoint Security 1u60 nHOe aHTHBHPYCHOE CPEICTBO,
npoieaiiee OeHKy COOTBETCTBHS)

. CpecTBO MeKCETEBOro IKPaAaHUPOBAHNS (IONMOJIHUTEIbHBII MOIYJIb MEKCETEBOI0 IKPaHA K CPeICTBAM
3alMThI OT HECAHKIIMOHUPOBAHHOTO J0CTYIA, YKa3aHHBIM BbIle, 1uoo ViPNet Client/ViPNet Coordinator, apyrue
CpeICTBA MEKCETEBOT0 YKPAHNPOBAHMS)

. CpencTBo 3alIUTHI KaHAJIA CBSA3H — 31eCh Takyke MOryT ucnojib3oBarbest ViPNet Client/ViPNet
Coordinator 160 Kpunrollpo, ViPNet PKI, BeposiTHee Bcero y Bac yske 4To-TO U3 3TOT0 HUMeeTCs B HAJTHYNH, €CJTH BbI
yxe padoraere B UC ECIJ]

JlaHHbI€e cpeacTBa HEOOXOAMMO YCTAHOBUTH W HACTPOUTH M0 4 ypoBHIO 3amumienHocTa I1/1H.

8. Heo0xoaumo o6ecniednTh BHINOJHEHHE TEXHUUYECKUX U OPraHu3aiuoHHbIX Mep 3amuThl [1/IH, cpeacTB ux
00padoTKM M 3AIUTHI.
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9. Heo0xoqumo pa3padorars U YTBEPAUTH TEXHUYECKHI MAacOPT HHPOPMANIMOHHOI cucTeMbl, popMmy
TEXHMYECKOI0 MacnopTa MOKHO MCI0/Ib30BaTh yTBep:kAeHHYI0 77 npukazom @CTIK Poccun ot 29.04.2021.

10. IIpoBecTn oeHKY 3(P(PeKTHBHOCTH NPUHATHIX Mep. JJaHHYI0 YCIyTy Bbl MOKETE MOJTYYHTD Y
OpPraHM3anMi-JIuNeH3HaToB. TaKxke JaHHbIC OPraHN3AlUHM 0KA3bIBAKOT BECh NlepeYeHb YCJIYT, ONMCAHHBIN BbILIE

IIepevens JInneH3naToB 1Mo 1aJJbHEBOCTOYHOMY (eiepaibHOMY OKPYTY:

https://reestr.fstec.ru/reg8




